=\ Help documentation [LUXTrUST
@ I’I e_t for Signing Server SMS

This help documentation will provide you with useful information, on the one hand, on how you can
order your LuxTrust product by the means of our online-banking solution S-net and, on the other
hand, on how you should proceed in order to make your S-net authentication by your LuxTrust
product.

Across the documentation you will find hyperlinks, which should facilitate the reading on the screen.
We recommend you to consider the order of the following steps.
We would however first invite you to query the heading ‘Minimum required configuration’ on the

webpage http://www.bcee.lu/infopages/luxtrust util sms_en.html in order to check if the hardware
and software of your computer as well as its settings correspond to the required configuration.

Moreover, we would like to draw your attention to the availability of the ‘FAQ — Frequently asked
guestions’, displayed on the above mentioned website, which also provide helpful information.

Ordering of a Signing Server SMS via S-net (pages 2-5)

Download and installation of Java (pages 6-9)

Change of the initial Password (pages 10-13)

Activation of your Signing Server SMS (pages 14-18)

First S-net authentication by your Signing Server SMS (pages 19-24)

Next S-net authentications by LuxTrust (page 25)
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Ordering of a Signing Server SMS via S-net

'\n Ordering of a |T_I_.II.IXT|"|J5T
@ elt Signing Server SMS via S-net

Steps to be followed :
1. Please connect to S-net.

2. Please choose the menu ‘Options’ and then select ‘LuxTrust’.

0

net A BANQUE ET CAISSE D'EPARGNE DE LETAT

\ Enquiries Payments Securities Mail
internet banking

Options

Change password

Within the "Options" menu, you can take the following actions :

Lock agreement
B To change the password
Access via the menu, by clicking on "Change password” or by using the keys [Alt+m+Enter]
Personalization
B To require the temporary lock of the agreement

F— Access via the menu, by clicking on "Lock agreement” or by using the keys [Alt+b+Enter]

B To personalize the interface and the formats
Access via the menu, by clicking on "Personalization” or by using the keys [Alt+s+Enter]

I To enter or to continue the order of a token or a LuxTrust product
Access via the sub-menu, by clicking on "Ordering of a LuxTrust product” or by using the keys [Alt+c+Enter]

A

Al BANQUE ET CAISSE D’'EPARGNE DE L'ETAT

\ Enquiries Payments Securities
internet banking

Mail

Change password

LuxTrust product to be ordered:
Lock agreement Smartcard (57.50 EUR, validity: 3 years)

Signing Stick (57.50 EUR, validity: 5 years)
Personalization Signing Server Token (23.- EUR, validity: 3 years)

Signing Server SKMS (17.60 EUR, validity: 3 years)

Ordering of a
LuxTrust product

e le e s

Ho LuxTrust order has been found for this agreement.
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Ordering of a Signing Server SMS via S-net

3. Please select the LuxTrust product ‘Signing Server SMS’ and then click on ‘Continue’.

\ t % BANQUE ET CAISSE D’EPARGNE DE LETAT
\S ne
Enquiries Payments Securities Mail
internet banking

LuxTrust - Ordering of a product

Change password
LuxTrust product to be ordered :
Lock agreement Smartcard (57.50 EUR, validity: 3 years) e

Signing Stick (57.50 EUR, validity: 5 years) .
Personalization Signing Server Token (23.- EUR, validity: 3 years) .
(Signing Server SMS (17.60 EUR, validity: 3 years) “)
LuxTrust
' Continue I

Ordering of a

LuxTrust product Information on this LuxTrust product :

Requires a mohile phone that receives a one time password (OTP)via SMS, EACH TIME you use the
LuxTrust solution, these SMS being invoiced by your mobile provider at a minimum of 0.12 EUR.

* Minimal system requirements
In order to discover the minimal system requirements, please click on the 'Info’ button. === =

* Product features
In order to discover the product features, please click on the ‘Info’ button. === =

No LuxTrust order has been found for this agreement.

Continue

4. Please first enter an ‘Activation code’ (last 5 characters of your identity card).

Please then enter your mobile number into the field ‘Mobile phone number’.
Warning: Only Luxembourgish mobile numbers may be entered (e.g. +352 621 xxx xxX, +352
691 XXX XXX, +352 661 XXX XXX).

Then you may choose if you want, or not, to link one or two e-mail addresses to your LuxTrust
certificate. If so, please enter your e-mail address(es) in the field(s) ‘Main e-mail address’
and/or ‘Second e-mail address’.

Please then indicate the delivery address in the fields ‘Delivery address’, ‘Country’, ‘Zip
code’ and ‘City’.

If you want your certificate to be published in the LuxTrust register, please tick the ‘Yes’-box
under ‘Publication of the certificate in the LuxTrust register’.

If you maintain several S-net agreements, you may, under ‘Agreement(s) to be attached to
this certificate’, tick the agreement numbers for which you want to connect to S-net by the
means of your ordered LuxTrust product.

In the drop-down menu of the field ‘The price of the Signing Server SMS (17,60 EUR) is
debited from the account’, please choose the sight account number you want to be debited
for the amount of your Signing Server SMS order. In case you have a ‘LuxTrust Voucher’,
please select it at the bottom of the drop-down list.

Please pay attention to the notice at the bottom of the following screen: If the data (surname,
main given name, date of birth and nationality) do not correspond to those of your identity card,
please contact your BCEE branch.

Please then click on the button ‘Check’.
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Ordering of a Signing Server SMS via S-net

\@\net

internet banking

Change password
Lock agreement

Personalization

T

To display / to
continue the order

“(

Enquiries

f

Payments Securities Mail

xTrust ng of a product

Type of ordered product
Signing Server SMS (17.60 EUR, validity: 3 years) (4]

Activation code *
12345

(last 5 characters of your identification card)

Mobile phone number *
+352621123456

Link an e-mail address to the certificate
Yes & No

Main e-mail address

test@bcee.lu

Reenter the main e-mail address
test@bcee.lu

Second e-mail address

Yes " No

BANQUE ET CAISSE D’EPARGNE DE LETAT

Surname(s) | Maiden name

TEST
Given name(s)
CLIENT
Date of birth Hationality
16/06/1977 LUXEMBOURG
Delivery address *
1 Place de Metz
Country * Zip code * City *
LU M2954 Luxembourg

Publication of the certificate in the LuxTrust register
Yes " No

Agreement(s) to be attached to this certificate
O 1234587 TES4321

The price of the Signing Server SMS (17.60- EUR) is debited from
the account:

with the following communication

100 0018 1234 5678 9000 M
Purchase of a Signing Server SMS

If the data (surname, main given name, date of birth and nationality) do not correspond to
those of your identity card, please contact your BCEE branch.
The ordering of the LuxTrust cerfificate is irrevocable.

5. Please pay attention to the three notices at the bottom of the following screen: please read
them carefully and confirm them by clicking on the button ‘Confirm’.

net

internet banking

=

Change password
Lock agreement

Persenalization

[ twanst

To display / to
continue the order

WEpMpoLED

“(

Enquiries

A

Payments Securities Mail

xTrusi rdering of a product

Type of ordered product
Signing Server SMS (17.60 EUR, validity: 3 years)
Activation code Mobile phone number

12345

(last 5 characterz of your identification card)

+352621123456

Link an e-mail address to the certificate
Yes @ No O
Main e-mail address

test@bcee.lu

BANQUE ET CAISSE D'EPARGNE DE LETAT

Surname(s) / Maiden name

TEST
Given name(s)
CLIENT
Date of birth Nationality
16/06/197T LUXEMBOURG

Delivery address
1 Place de Metz
Country Zip code City

LU 2954 Luxembourg

Publication of the certificate in the LuxTrust register
Yes  Ho

Agreement(s) to be attached to this certificate
1234567 TES54321

The price of the Signing Server SMS (17.60- EUR) is debited from
the account:

with the following communication :

LU00 0019 1234 5675 9000
Purchase of a Signing Server SMS

| declare having acknowledged that :

The data (surmname, main given name, date of birth and nationality) need to comply with those of my identity
card and that in case of discord, | need to contact my BCEE branch.

A confirmed order can not be altered or canceled.

Anissued certificate, which has NOT been activated within the following 2 months, will be forfeited and

unusable.
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Ordering of a Signing Server SMS via S-net

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the indications, please contact our Helpdesk e-Banking at
4015 6015 from Monday to Friday between 8:00 and 18:00.
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Download and installation of Java

=\ Download and installation  [[LUXTTLUST
‘ @ net =
of Java

internet banking

- you need Administrator rights on your computer ;
- you need one of the following operating systems in combination with the following
web browsers :

Windows 2000 : Internet Explorer 6

Windows XP Home

and Professional Edition : Internet Explorer 6 or 7, Firefox 2 (or higher)
Windows Vista 32 bit : Internet Explorer 7, Firefox 2 (or higher).

@ Before starting the installation of Java, please note that :

s R PR e FERLALAL A s s

Steps to be followed :

1. In order to make a manual installation on Internet Explorer 7, please click on the download
button available at the website http://www.java.com.

Search

Javain Acion  Downloads  Help Center

JAVA+YOU,
DOWNLOAD
TODAY!

[ Free Java Download ]

Whatis Java? | Do | have Java? | Need Help?

Experience Java in Action [+

FEEDEACK

Java + Pogo.com Jawva + Sony Ericsson
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http://www.java.com

Download and installation of Java

2. Please click on the ‘Install’ button on the following screen.

Help Resources

» Remave Older Java
Versions

» Other Java Versions
» Error Messages

= Other Help

Javain Action Downloa Help Center

[Soscn 1|

Internet Explorer - Security W.

E] More options

Do you want to install this software?

Iﬁ Marne: JavalTM) SE Runtime Enviroriment & Update 10

Publisher: Sun Microsystems, Inc.

[ Don't Install

@

While Files from the Internet can be useful, this file bype can potentially harm
vour computer, Cnly install software from publishers vou trust, What's the risk?

installation

4 Download Java software for Windows from Sun

the download.

w to show the

File  Edit VYiew Favorites Tools  Help

@ This site might require the Following ActiveX contral: 'J25E Runtime

Enviranment 5.0 Update 7' from 'Sun Microsystems, Inc.', Click here ta..,

Instructions for Downloading Java on Windows - Internet Explorer

g 8

The installation starts.

Help Resources

» Remove Older Java
Versions

= Other Java Versions
» Error Messages

= Other Help

Click Install to start the installation process

Internet Explorer - Security Warning

Do you want to install this software?
Hame: Java Plugin 1.5

Publisher: Sun Microsvstems. Inc.

Downloading Java Installer

Jawa i

is heing d

Estimated time left 17 sec

X

1, please wait.

Java is found everywhere - on mohbile phones, desktop

computers, Blu-ray Disc playvers, settop boxes, and
even in your car

By installing Java, you will be able to experience the
power of Java, hrought fo vou by Sun Microsystemns,
Inc

Visit us at: hitnoljava.com

Cancel

1.

Instructions for Downloading Java on Windows - Internet Explorer

Enwironment 5.0 Update 7' From 'Sun Microsystems, Inc.'. Click here ta...

Click Install to start the installation process.

Internet Explorer - Security Warning

Do you want to install this software?
Name: Java Plug-in 1.5

Publisher: Sun Microsvstems. Inc.

e download.

to show the

x
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Download and installation of Java

3. Please click on ‘Accept’ to continue the installation.

i Java Setup - Welcome

Welcome to Java™ and JavaFx™
Java will make wour Internet experience richer,

JavaFy extends the power of Java and delivers
immersive media and conkent across all the screens
af wour life.

As part of the installation and update process,
some non-personal information is sent ko Sun to
help us improve our performance. For more details,
including how ko disable this transfer, see

hkkps i fiava, comfdata

[ View License agreement, .. J

‘fou sk accept the license agreement by clicking
the Accept button to download the product,

E Cecline J [ Accept =

J

Installing Java
This may take a few minutes
Skakus: Extracting Installer
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII ]
Now you can have a full-featured office suite that’s
compatible with Microsoft Office for free!
» Powerful, integrated set of word processing, spreadshe resentation, drawin
and datﬂ:asetegppllurﬂuns : i i 2
* Reads, edits and saves Microsoft Office files
* Supports over 70 languages and Solaris, Windows, Linue and Mac operating systems
* Uses industry-standard, open file format (DpenDocument) as its default file format
* Builtin, one<lick POF export
o ¥ ———
B B B # 7] OpenOfficeo
Wder Calc Impress Base O Miath rg
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Download and installation of Java

4. To complete the installation, please click on ‘Finish’.

ava Setup - Complete

@ Sun

]

You have Successfully Installed
Jaya™

The Java powered Internet is now available ko vou,
For more infarmation on what Java can dao for wou, go
ko http:/fjava.com

The JavaFy runtime will be downloaded when ywaou click,
Finish, Far infarmation on JavaFy and how ko make
changes, go bo htkp: [ fiava, comjiavals

Java Updates will be automatically downloaded ko
wolr system, Yoo will be notified when updates are
ready for installation, To change this feature, see
hkkps ) fiava, comfaukoupdate

5. Please restart your computer now.

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the provided help documentation, please refer to the FAQs on
the LuxTrust website http://www.luxtrust.lu and contact, if necessary, the LuxTrust Helpdesk at 24 550 550

(MO-FR 8:00-19:00, SA 9:00-18:00) or by e-mail at helpdesk@Iuxtrust.lu.
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Change of the initial Password

LUXTIMUsST

'\n Change of the initial Password '-I__I
@ e_t provided by the ‘LuxTrust Codes’ letter

‘LuxTrust Codes’ letter. This change needs to be done before the activation of your

@9 You need to change your initial Password, such as displayed in the scratch box of the
LuxTrust product.

Lr LT e ey P S iy 1A s

Steps to be followed :

1. Please start your web browser on your computer and enter the following address in the bar
address of your web browser :

http://changepw.luxtrust.lu.

2. Please click on ‘Signing server (SMS)'.

-A. - Windows Internet Explorer.

@\:‘; - |E https:ffww. uxtrust lufgestcerts/changeregpud?setlocale=EN V| gj.‘"’- X ":'—'::'?‘f ‘ £
52? i |@LuxTrustS‘A.

&' B8 @vﬂ‘{Pagav-@Toolsv 2

SIGNATURE ELECTRONIQUE
AECONNAISSANCE LEGALE
ET INTERNATIONALE

rLuxTFuET AUTHENTIFICATION
L3

Home LuxTrust S.A. Products & solutions Productorders Certificate management Support & FAQ NHEE

Activation and reactivation Choice of product

Suspension

Revocation Please choose the product for which you want to change your Password:
Status, Test & Print

Reset Password

Password management @ H
it it B 5 g

Signing server itoken} (Sianing server (SMS))

@ LuxTrust 2008 - all rights reserved

& mternet # 100% v
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Change of the initial Password

3. You will receive the following page.

@._— . |é, hittps: e, hoxkrust Jufgestcertsfchangeregpwd 7dt, driverAction=RENDER&pc, portletMode=YIEWapc windowstate= V| % | +2|| X ‘-Z-: gl ‘ P
- A = - »
w |§LuxTrustS‘A. [ ‘ B - 6 - @ - Btpaos - @ ook -
rl_ux‘rrlus'r AUTHENTIFICATION
L SIGNATURE ELECTRONIQUE
J AECONNAISSANCE LEGALE
ET INTERNATIONALE = Ek
o]
Home LuxTrust S.A. Products & solutions Productorders Certificate management Support & FAQ e

Activation and reactivation User ID | |
sRa o Actual Password | |
Revocation

Challenge | |
Status, Test & Print

New Password | |
Password management
i Confirm new Password |

Reset Password Change |
@ LuxTrust 2008 - all rights reserved
@ Internet F A0 v

a. Please enter the User ID, such as displayed in the ‘LuxTrust Codes’ letter (use lower
case/capital letters such as required), into the field ‘User ID’.

b. Please enter the Password, such as displayed in the scratch box of the ‘LuxTrust Codes’
letter, into the field ‘Actual Password’.

c. Please enter the Challenge code, such as displayed in the scratch box of the ‘LuxTrust
Codes’ letter, into the field ‘Challenge’.

d. Please enter a new, personal password, composed of exactly 8 alphanumeric characters,
into the field ‘New Password’. It can only be composed of the following characters:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopgrstuvwxyz 0123456789
I"#S8% &' ()*+/,-.;:<=>2@[\]"_"{I}~

e. Please reenter your new Password into the field ‘Confirm new Password’.
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Change of the initial Password

4. After entering all of these 5 items, please click on ‘Change’.

/~LuxTrust §.A. - Windows Internet Explorer

Password management

Confirm new Password

&‘:—': - |g, hittps: e, hoxkrust Jufgestcertsfchangeregpwd 7dt, driverAction=RENDER&pc, portletMode=YIEWapc windowstate= V| %' 3| [ % Google “9 !‘l
= » >
w |ELuxTrustS‘A. ] ‘ -8 =~ [k Page ~ {F Tools ~
rLUXTrIusT AUTHENTIFICATION & n
L SIGNATURE ELECTRONIQUE F i
J AECONNAISSANCE LEGALE ‘xi" r‘l =
ET INTERNATIONALE e i
Home LuxTrust 5.A. Products & solutions Productorders Certificate management Support & FAQ INEE
Activation and reactivation User ID |TE5T1 234 |
Suspension Actual Password seessase |
Revocation
Challenge [ITTTT] |
Status, Test & Print
New Password |

Reset Password

Change D

@ LuxTrust 2008 - all rights reserved

5. Please then enter your OTP (One-Time-Password) : to do so, please refer to the SMS from
LuxTrust received by your mobile phone and enter the given password, sent by SMS, into the
field ‘OTP’. Please use lower case/capital letters such as displayed in the SMS.

Please then click on ‘Authentication’.

/- LuxTrust S.4. - Windows Internet Ex

W |@LuxTrustS‘A. G- B - [Errage v {PTooky

rLLuxTFusT AUTHENTIFICATION

SIGNATURE ELECTRONIBUE
J RECONNAISSANCE LEGALE
ET INTERNATIONALE o
QK
Home LuxTrustS.A. Products & solutions Product orders Certificate management Support & FAQ EE
Activation and reactivation oTP 123458 |
REpcion [ Authentication |]
Revocation -

Status, Test & Print

Password management

Reset Password

@ LuxTrust 2008 - all rights reserved

Please wait.
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Change of the initial Password

> LuxTrust S.4. - Windows Internet Explorer

m - |§, https:HWWW.|L1XtI’LISt.|LI)’I]EStEErtsf[hal‘lgErEngd7dt.driVErA[tiDI‘\=RENDER&DE.DDrHEtMDdE=VIEW&p[.W\I‘IdDWStatE=V| a || % ‘Gnng\e ‘ R~

w [QLuxTrustS‘A. G- B - d - [rage Gk -

SIGNATURE ELECTRONIQUE
RECONNAISSANCE LEGALE
ET INTERNATIONALE

rLuxTFuET AUTHENTIFICAT ION
J

Home LuxTrust S.A. Products & solutions Productorders Certificate management Support & FAQ iEE

Activation and reactivation

_ Please he patient while authentication iakes place
Suspension

Revocalion E R

Status, Test & Print

FPassword management

Reset Password

@ LuxTrust 2008 - all rights reserved

6. The following page confirms the successful change of your Password.

ﬂ? ﬁﬁ |§LuxTrustS‘A.

SIGNATURE ELECTRONIQUE
RECONNAISSANCE LEGALE
ET INTERNATIONALE

rLuxTFuET AUTHENTIFICATION
'-.|

Home LuxTrust S.A. Products & solutions Productorders Certificate management  Support & FAQ s

Activation and reactivation Change Password

Suspension
Revocation Your Password has been correctly changed

Status, Test & Print

Password management

Reset Password

@ LuxTrust 2008 - all rights reserved

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the provided help documentation, please refer to the FAQs on
the LuxTrust website http://www.luxtrust.lu and contact, if necessary, the LuxTrust Helpdesk at 24 550 550
(MO-FR 8:00-19:00, SA 9:00-18:00) or by e-mail at helpdesk@Iuxtrust.lu.

Last update : 10/12/2008 Page 13


http://www.luxtrust.lu

Activation of your Signing Server SMS

N\ Activation of [LUXTrUST
@ n e_t your Signing Server SMS

from the ordering date. Once this time limit is exceeded, your certificate will, automatically
and irreversibly, become unusable. You then will need to order a new certificate at your
expense.

@ Please bear in mind that you need to activate your Signing Server SMS within 60 days as

SERARARA R R R S e i T Y TR R e

Steps to be followed :

1. Please start your web browser on your computer and enter the following address in the address
bar of your web browser : http://activate.luxtrust.lu/.

2. You will get to the following page. Please click on ‘Signing server (SMS)'.

_Luxfrust 5., - Windows Internet Explorar :
@-.__._;. | kg o Jurist dujgestoentsfectivian B Fr ]l ey B
oA s, | fir = B - i - [Sreags - ok

BIGNATU CTRONIGUE

rLuxTFuET AUTHENTIFICATION
L

RECONNA CE LEGALE
It

=
ET INTER LE 5 ! e =y

Accuell  LuxTrust 54 Produits et solutions  Commandes de produiis  Gestion Certificals  Support & FAQ NiEE

Choix du produit & acliver

Suspension
Révocalion Veuillez séleclionner e produit que vous souhaitez activer
Statut Test & Print
o n ’ -
lﬂ.-l-llm —
A Trs! Srraea Signira Slick ISH
Signing semar doken| Sianing senet (M)

@ LuxTrust 2008 - all nghts resenved

& Trhernet Hiome -
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Activation of your Signing Server SMS

3. Please enter your ‘User ID’ (such as displayed in the ‘LuxTrust Codes’ letter; please use lower

case/capital letters such as required) and your personal LuxTrust ‘Password’. Please then
click on ‘Se connecter’.

r'_-_.'__Lux_'Fm_sI S,.p.. 5 Inlilntnnnl-h_p 2
:‘;. - E&.Hk_p.s:,f,lw.lmll:e uf

A% L

WA | TS  f—

oERzer portticda=vEweps virdmtabe=non v | [ |47 % | s

.p'

- B - P Gres - "

I LUXTrUST
ko

Accuel  LuxTrust A Produits e solutions  Commandes de produits  Gestion Certificats  Support & FAQ

autnertifcation

Suspension

L8 |==

Révocaion Veiller saisir vatng LIser 1D 81 valre Password c-08330US, puis cliquer Sur 1@ Doulon pour vous connedden

Une fois conneclé, saisissez e cods OTP fourni par vatre Signing Server (affiché sur votre token ou envoyé par SMS)puis
LATEREAAT cliguer sur le boulan
Gestion Pasaword
Efape 172
Lniisatenr ; EST1234
Password: [sannnanes
So connecler

Four un afichage comed, une version Java 1.5 ou supérieurs est requise. Four vérifier 13 version de Java insizllée survotre
ardinatewr of le cas échéanl iélécharger Ia wersion adéquate, veuillez wous rendie Sur  waw jave com

Veuillez neter que ka version Java 1.8 updale 10 n'est acluellernent pas suppartée pour 1a gestion @un Ceniical Signing
Servar” (Taken au SMS) L'explication comment résoudre vos prabléme éventusls avec cette version de Java s trouve dans
nalne ibrhigus EAQ Sous "Communicalion with servis failed | Missing 1ag 6 in sener's response URL

“La gestion des produits LuTrust Smarteard el Signing Stick n'est pas concemiée. 3

& rherner LT

4. Please then enter your ‘OTP’ (One-Time-Password): to do so, please refer to the SMS from
LuxTrust received by your mobile phone and enter the given password, sent by SMS, into the

field ‘OTP’. Please use lower case/capital letters such as displayed in the SMS.
Please then click on ‘S’authentifier’.

(o LuxTrust 5,.&. 5 inli ll'ltlrll.l. Explorar

&~ [ Hsiiiwmmtnst igestansfecivatord iverhcion=RENEER o pertlfcds =NEWbe indte=hcR) | B (49 & | [0 |l
i | @ressa ' |

- B - - e s @rody ”
% &
r LUXTF'IJET AUTHENTIFICATION ¥
L SIGNATURE ELECTRONIDUE -f' r—
J RECONMAISSANCE LEGALE 2 ﬂ >
ET INTERNATIONALE - il
B
Accuell LuxTrust 54 Produits ef solutions  Commandes de produits  Gestion Cenificats  Support & FAQ [0 ==
autnenificaton
‘Suspension 2
Revacalion Wauillez saisir vatre User 1D el valre Password ci-gessous, puis diquer sur le boulon pour vous connecler
Une fois connecté, saizizzez 12 code OTP fourni parvatre Signing Server (affichE survetre token ou envoyd par SMS) puis
Stanut. Test & Frint QU SUT & BN
Gestion Password
Etape 212
oTP: 123458
S'authemificr
Fourun afichage comedt, une verzion Java 1.5 ou supérieurs st raquise. Pour vérifier |3 version de Java instzllée survotre
ARINEMEUT 1 16 (% EChEant LEIEhIraer 12 ersion aoequate, veuiller wous nindne SUr wew java com
Veuillez noter que ka version Java 18 update 10 m'est aduellerment pas suppariée pour la gestion @un Cenifical Signing
Servar” (Tokan au SNS) L'explicabon comment réscudre vos probléme ésentuels avec cette version de Java z& trouve dans E3
nalng rubnigue EAD Sous "Communicalion with Serves filed | Nissing tag 6 in Serers response URL
*La gestion ces produils LusTrust Smarcard el Signing Stick n'es! pas concernée. -
& Trkernet s -
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Activation of your Signing Server SMS

5. Your certificate will be displayed on the screen. Please click on ‘Suivant’, to continue.

IJKI‘II.!SI 5.1, - Windows Intasnat l_.x_plnrlr E

G‘:Jx =[] Pl st lgeszentsfectvatianTdh diver hetion=RENCERZRe portietiode=IEWEp: windone=hor ¥ [ [Fr 1R [ JEE
5 o st 5.0, f—
R T

- B - o - rrage - @ros s "

SIGNATURE ELECTRONIOUE

rLuxTFuET AUTHENTIFICATION
Lj

RECON LEGALE
ET INTERNATIONALE

1y
Accuell  LuxTrust A Produits et solutions  Commandes de produils  Gestion Cenificats  Support & FAQ TiEE
Acivabion et réactvalion
Information centtfical  Challange questions  Activabon du cedifical
Suspension
RO Détail du cerfificat
Statut. Test & Print
Gestion Pagsword -
Mom : et
Prénam : Clignt
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6. On the next page, you will be invited to answer to three questions (which you may choose by

the means of the drop-down list), in order to enable you to be authenticated, once you contact
the LuxTrust Helpdesk by phone.

After having answered the three questions, please click on ‘Suivant’, to continue.
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Activation of your Signing Server SMS

7. Please enter your activation code, which you chose when placing your order, into the field
‘Code de premiére activation’ (normally, the last 5 characters of your identity card).

Please then click on the button ‘Activer’.
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8. You will get to the following page, if the activation has been successful.
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Activation of your Signing Server SMS

9. Please close the window of your web browser.

After this successful activation, you need to wait until 4 hours, before you may start
your first S-net authentication by your LuxTrust product.

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the provided help documentation, please refer to
the FAQs on the LuxTrust website http://www.luxtrust.lu and contact, if necessary, the
LuxTrust Helpdesk at 24 550 550 (MO-FR 8:00-19:00, SA 9:00-18:00) or by e-mail at
helpdesk@luxtrust.lu.
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First S-net authentication by your Signing Server SMS

'\n First S-net authentication IT_LLIXTr'LJET
@ bek.t by your Signing Server SMS

@ After activating your LuxTrust product on the LuxTrust website, you need to wait until 4
hours before you may start your first S-net authentication by your LuxTrust product.

Steps to be followed :

1. Please enter the following URL into the address bar of your web browser: https://bcee.snet.lu.

2. Please select, under ‘LuxTrust Login’, the language you want to use, by clicking on the

according banner.
fi
s 2\

BAMNGIUE ET CAISSE D'EPARGIME DE LETAT n e t
LUXEMBOURG \
Your life. Your bank. internet banking
LASSIC |T_LIJXTF'IJET
Login P— e | Login
! Blenvenue ' Bienvenue
Vous souhaitez utiliser la version *Classic Login™ Vous souhaitez utiliser la version * LuxTrust Login™
de 5-net en frangais, cliquez ici. de S-net en francais, cliquez ici.
Willkommen Willkemmen
Klicken sie hier um die “Classic Login® Version Klicken sie hier um die “LuxTrust Login® Version
von 5-net auf Deutsch zu benutzen. von 5-net auf Deutsch zu benutzen.
s, Welcome et | Welcome
Click here to access the 5-net “Classic Login” Click here to access the 5-net “LuxTrust Login®
version in english. \ J version in english.

Recommandations de sécurité Pour plus d'informations diquezic LuxTrust Pour plus d'informations diquez ici

Sicherheitsempfehlungen Fiir weitere Informationen hier Klicken LuxTrust Fiir weitere Informationen hier klicken

Security recommendations For further information dlick hare LuxTrust For further information dlick hers

Copyright by BCEE1886-2005.
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https://bcee.snet.lu

First S-net authentication by your Signing Server SMS

3. Please select the second option ‘Signing Server SMS’ to make your S-net authentication by
the means of your Signing Server SMS. Please then click on ‘OK".

\ h
_ onrdl BANQUE ET CAISSE D'EPARGNE DE LETAT
@ net :

o

internet banking

LuxTrust authentication

»

Please choose your authentication method

) Smartcard / Signing Stick

Authentication relying on your LuxTrust SmartCard or your Signing
= Stick. Please ensure that your Smaricard is correctly inserted in your
‘*%”/ _card reader or that your Signing Stick is connected to the USB port
= " before clicking OK.

) Signing Server SMS

Authentication relying on a one time password (OTP) received via
SM3. Anew OTP will be automatically requested

) Signing Server Token

Authentication relying on a one time password (OTP) generated by a
., token
-

4. Please accept the certificate, which you will be asked to accept at your first connection to S-net
by your LuxTrust product: simply click on ‘Run’.

‘Warning - Security

The application's digital signature has been verified. «
Do you want to run the application? =’
Mame: lu.snet.beee. smarkcard. applet. BZEE Applet

Publisher: EBangue et Caisse d'Epargne de ['Etat

Fronm: https: i fbces, snet.lu

Iways krust content From this publisher,

L Run [ Cancel

6 The digital signature has been walidated by a trusted source, More Information...
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First S-net authentication by your Signing Server SMS

5. Please then enter :
= your ‘User ID' (such as displayed in the ‘LuxTrust Codes’ letter; please use lower
case/capital letters such as required) ;
= your personal ‘Password’ (your personal LuxTrust password composed of 8
alphanumeric characters).

After entering these two items, please confirm them by clicking on ‘OK’.

@net

internet banking

% BANQUE ET CAISSE D’EPARGNE DE LETAT

LuxTrust authentication

Waiting for input...

Connection

Please enter your LuxTrust connection data.

Userid  [TEST1234 |

Password |unnu |

6. Please then enter your One-Time-Password (OTP) : to do so, please refer to the SMS from
LuxTrust received by your mobile phone (please use lower case/capital letters such as
displayed in the SMS). Please then click on ‘OK’.
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First S-net authentication by your Signing Server SMS

% BANQUE ET CAISSE D’'EPARGNE DE L'ETAT

net

\ internet banking

LuxTrust authentication

Waiting for input...

7. On the following screen, please enter, as usual, your personal S-net codes :
= theidentification number ;
= the password ;
and then click on ‘Logon’.

For new S-net users :

Identification number : This number is displayed on your S-net agreement (top left corner).
Password : This password is displayed in the envelope hamed ‘Code secret personnel initial
(IPIN)'. The first time you connect to S-net, you will be asked to immediately change this
password. Your new password then needs to be used for the following S-net connections.

Last update : 10/12/2008
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First S-net authentication by your Signing Server SMS

net BANQUE ET CAISSE D’EPARGNE DE LETAT

internet banking

b

LuxTrust authentication

™

Please enter your identification number and your password

(N .

Identification number | 1234567

» Password ssssssss

0On the next =creen, please enter the 3 required characters of your 2ecurity card

« BCEE never contacts its customers via unsecure Internet e-mail, or via phone, in order to ask for
personal and confidential data.

Protect your PC with the help of a firewall and protection software, permanently kept updated.

The letters 'https' at the beginning of an Internet address indicate that a secured website is being used.
The website www.cases.lu, contains numerous information and recommendations for a responsible use
of the Internet.

8. Please fill in the ‘virtual keyboard’, as usual, based on the 16 characters of your ‘security card’
and click on ‘Logon’. This step is required in order to definitely establish the link between your
S-net agreement and your LuxTrust certificate. During your next S-net connections by
LuxTrust, you will no more be asked to fill in this ‘virtual keyboard’.

-\n et BANQUE ET CAISSE D'EPARGNE DE LETAT

\ internet banking

LuxTrust authentication

%

Please select the square containing the requested character of your security card. Then,
please click to confirm.

(EEEER EEEY vEVE EEEE |
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First S-net authentication by your Signing Server SMS

9. You now may use S-net as usual.

10. At the end of your S-net connection, please do not forget to exit by clicking on ‘Logoff’ and
close the relating window of your web browser.

@ Next S-net authentications by LuxTrust :

Regarding your next authentications, please proceed the same way. Please simply follow
steps 1 to 2 and 4 to 7. You will notice that you needn't fill in the ‘virtual keyboard’ anymore.

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the provided help documentation, please contact our
Helpdesk e-Banking at 4015 6015 from Monday to Friday between 8:00 and 18:00.
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Next S-net authentications by LuxTrust

=\ Next S-net authentications |T_I__ILIXTPUST
@ I'I e_t by LuxTrust

Steps to be followed :

1. Please go to the website https://bcee.snet.lu/ and select, under ‘LuxTrust Login’, the
desired language, by clicking on the according banner.

2. Please choose the LuxTrust product by which you want to make your S-net
authentication. Please then click on ‘OK’.

3. Please enter the ‘User ID’ (such as displayed in the scratch box of the ‘LuxTrust Codes’
letter; please use lower case/capital letters such as required) and the ‘Password’ (please
be aware that this password is case sensitive) of your Sigining Server SMS into the pop-up
window. Please then click on ‘OK’.

4. Please enter your ‘One time password (OTP)’, sent by SMS on your mobile phone.
Please be aware that the password sent by SMS is case sensitive. Please then click on
‘OK’.

5. Please enter your S-net ‘Password’ (you will notice that the identification number is
already indicated by default).

6. Please then click on ‘Logon’.

SUPPORT AND ASSISTANCE

If you still need assistance after reading all of the provided help documentation, please contact
our Helpdesk e-Banking at 4015 6015 from Monday to Friday between 8:00 and 18:00.
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